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29 0CT 1981

MEMORANDUM FOR THE RECORD
FROM:  A. T. Chason | a
. Chief, Procurement Management Staff
- Office of Logistics

SUBJECT: Secure Equipment Acquisition Policy (SEAP) -
' NSA Visit ' :

1. On 27 October 1981, the undersigned, along with

> STAT

and two senior procurement officers from NS

is the Deputy Director/DOD Computer Security Center. -
meeting opened by the undersigned explaining to| | STAT
and the other NSA representatives what our Task Force is about,

i.e., attempting to evaluate the threat posed by acquisition of

foreign manufactured automated data processing equipment (ADPE)

and the ultimate establishment of a policy for CIA in this area. [::]STAT,

2. Some of the points that made were the - STAT
following: ' ‘

a. First and foremost, NSA does not differentiate
between foreign manufactured equipment versus domestic
equipment. They have concluded that any equipment can be
bugged and that it is impossible to discover the implanted
device. Having made this assumption, their main tactic is
on preventing removal of data from the machine and from

the premises. This is done through conventional security
methods. , '

b. The NSA attitude on software is pretty much along-
the same line as for hardware, i.e., that software is
maintained and controlled within a secure environment.

. C. The area of remote diagnostics, which is in the
forefront of current technological changes, is one which
Schell considered fertile ground for compromise of our ADPE
systems. In all cases he believes that good security policy
dictates against use of remote diagnostics. ‘

d. Maintenance and service personnel are cleared and

polygraphed before they are allowed to service equipment in
the NSA complex.

25X1
25X1

; GOMFIDERTIAL
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| 'SUBJECT: Secure Equipment Acqulsltlon Pollcy (SEAP) -

noted that prlnted circuit boards are

not sent back to the manufacturer for repair. [ |

3. During the interchange with the NSA representatives,
the question was asked as to whether there actualiy is any
foreign manufactured ADPE in the NSA Computer Center. The
response was that the Center is pretty much all IBM. When -

asked about Amdahl,

the procurement members mentioned that they

thought there mlght be some Amdahl equipment in-house. [ji]

- | |
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STAT
STAT

STAT

, 4. - Distributed with this memorandum are copies of a speech
made by Admiral Inman in a keynote kick-off address of the Center.
on 1 January of this year and an address by Lt. General Faurer

"made at the IEEE Computer Conference in September.

is a draft paper prepared by] | Our next regular

meeting is still scheduled for Tuesday, 3 November at 10:15 in

25X1 ~ Room 3G06,

\ At this meeting it is my hope that we can

agree upon a course of action to wrap up our Task Force effort.

Attachments:

A - Speech by Admiral Inman

B - Speech by Lt.

Gen. Faurer

C - Draft by|

L

'Secure

25X1 Subj: |

Acquisition of Agency ADP Systems

Pﬁ” MCNTIAL
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'NATIONAL SECURITY AGENCY

FORT GEORGE G. MEADE, MARYLAND 20755

21 0CT 1981

| ] ' ' STAT
Chlef Procurement Management ‘ v
Office of Logistics ' '

W \ v : . STAT
CIA ‘ , '
Washington, DC 20505

Dear | : ' | | STAT

Thank you for your recent interest in the Computer
Security Center. 1In order to provide you more informa-
tion about the Center, I am enclosing a copy of an
address given by the Director of the National Security
Agency at a recent computer conference and also a copy
of the speech Admiral Inman gave at the Natlonal Bureau
! of Standards in August 1981.

If you have future questions about the Center, .
please feel free to contact me.

Sincerely,

STAT!

Deputy Director
DoD Computer Security Center

Encl:
a/s

'._..._.._ rmprn - - - A e
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e A msainne o COMPUTER SECURITY INITIATIVE LT
‘ | ‘Awgust 10, 1981 .. .. %
Lo - _ ' ' I Ty
RS A speak br1ef1y .

. It is a pleasure to welcome you to this Sem1nar and to / lWILh you, about o

conputer securlty, the recent developments W1th1n the Department of Defense and .

the Inteillgence Communxty and the cha]]enges that 11e ahead.'u_

As Dr. Geraid P D1nneen former A551stanc Secretary of Defense for C3I

defined at tho flrst of these Sem1nars tﬂo years ago a. “trusted' conpu»er w;'__i;;

L—

- -

'sysxen is one. W1th suff1c1ent hardware and software lncegrlty “to a]]ow 1ts use.v-

for th° sxnu]taneous proce551ng of mu1t1p]e leve]s of c]a551f1ed or sens1t1ve B

- -

1nformac10n.;”_ __x,--;,uf, :\‘f'

‘a,': P e - -

The n°ed for trusLod computer systens is verv real and- growxng rap1dly.~;f

.Factors 1nn1u°nc1ng thls need are.~

- - LY PR

- htne grow1ng use of autonated 1nfornac1on hand]1ng svstens Lhrougﬁout -

e

~4the Don and the Inte11lg°nce Comnunlty ard in particuIar th° ]Inking

ool T

of these systems into nagor networxs;— 1'

e em T e e e

T e ES .

’--"lncreas1ng requ1rements for. contro]]mng access to ccﬁpartnented and

sensxtxve 1n.ormatlon,a

~ R . . R

- the requ:remnnt for broader dlssenlnatlon of 1nformat1on both thhxn

?and beyond the conmun1ty, . v-'

.—',gr0w1ng dsz1cu]t1es WILh obea1nnng reou1red nUTbors of cTeared

personnel both nllltany and c1v1]1an.»,-

i ‘ Despxte contxnulng 1nterna1 e.forts to develop spec1a1 purpose LrUStEd

systens for uorque needs, we a]ready rely veny heav1]y on the products of the.

' connuter industry to me t our- 1nformatlon processwng r°qu1rements, and th1s
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dependence nfllwcontinue'to grow 51gn1f1cant1y in the future. It s therefore
T..very gratwfying to observe the prooress b=1ng nade by the canputer lndustny 1n-3
'-'app]yIng computer securIty techno]ogy as represented by the 1ndustry presenta~_,'
t]OﬂS at th]S and the prev1ous Senznars. e v . ‘
| | lt is very lmportant also that the Department of Defense and the
AInteT]1gence Conmunwty deve10p suff1c1ent eXpertls to be ab1e to eva1uate tne"'

1ntegr1ty of computer software and systems deveXOped by 1ndustny and

government -and that we be ab]e to deternlne su1tab]e phys1ca1 and -“i%‘“grgfiif’

adnanlstratlve envaronments for thetr applwcat1on. We have had scattered di
effor€s. over the past several yéars to eva1uate Specf1c systoms for- spec1( é:?f":
~1nsta11at10ns. But tnese efforts have a]ways been more..or Tess ad hoc’; ande

,because of the exten51ve technwcal background requ1red expen51ve ito” carny DUt.UL;

1 aih very p]eased therefore. to announce today the estab]xshment of ar a'.'

- ’Ccnputer SecurIty Technwcal_EvaTuat1on Center ,or the Departrent of. De‘ense gﬂdf’ﬁ_ﬂanm

"~ the: Inte111g°nce Communlty at the Nat1ona] Securlty Ag ney.:. Last falv,” 3s i3

D}rector of NSA .1 enthus1ast1ca]]y endorsed tne establlshment of th1s Center_e%’

- at NSA 2s a: new and separate function.a 1 af very pleased u1th the progress ss v

belng made in setting up the Center: and- I remaln strongly commvtted to 1ts

rr
|l,ri

s Sl o ., . e em e e .Vu .‘.: :..,w..ﬂ,—,e,,.. ~ e e s _,_‘,,.._-,._ ~ o
- - ome wd - LT T B DR S P '\.‘-~ An e P NV ® EN e fay @

success;s\; R
1 wou]d 11xe to make several. observatlons about the Center and sone of 1ts.e‘A
re]attonshlps.:s- ’ d | . '
- Because the. pr1vate Sector’ computer manufacturlng conmun1ty 1s the tha

pr}nary source: of ADP systems the Center s fole wxl] be to wor(;*

with’ the nanufacturers d°r1v1ng as much system 1ntegr1ty as p0551b3e.,e

- from 1ndustny deve]oped systens. Th1s 1s a rather sharp contrast to to

tne NSA s more trad1tlonal cormun1cat1ons socurluy rc?e wnere the

- government has the domxnant technlcaT ro]e.,‘.
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- The Center w1}1 have a d1ff1cu1t task dove]op1ng procedures thCh «i 2
assure protectlon of sens1t1ve porc1ons of a systen whlcn ‘the | .
government does. not own. S1mp1y c1a551fy1ng securxtv redated

: portlons of a sySLem bUI]t by 1ndu3cry won t work since the governe
i ment represencs such a srall porc1on of the overall marPet tnat tne
‘  manufacturers may well dec1de not to sel] to the government rather N
| than accept1ng the 11m1tat1ons 1mposed by c1ass1f1cat1on.. Th1s, e

14‘1n the end m1ght 1ead to a h1gh1y undes1rab]e s1tuat1on vhere prxvace

sector users (e.g. banks, 1nsurance companaes) have h]gher 1ntegr1ty

e~systems than the government._e; - & ;4f§e}=f ?ﬂ;lf?ﬁf'”ﬁ“ff;j
':T% But” sens1t1ve port1ons of systems- and the known vulnerabxlmtxes._,;.

' that remain: must be protected, in the. 1nterests of both the" government
and the manufacturers.x It is qultez]1ke11 therefore tnac tne most;sc -
senswtlve port1ons of the: government s i@nalyses will: bﬂ both classified:.
and prOpr1etary to the manu.acturer.\ Carefu}, reasoned 1nceractlon *n‘

;ﬂbet:een the governnent and 1ndUStrx Wil be needed to work outs:t -

L d -

: su1tab1e work1ng re]at1onsh1ps. .'.«',ii:%f:;?s;.§e£§:m;;;rgef;;5<
.- .The'CenLer w111 act in the 1nterests and for the benef1t of the: .z s -

‘ .'Departmenc of Defénse and the Ince]lwgence Communxt/.. Tts eva]ucf1on;«a
1‘“w1]1 not be 1ntended for use: hy o3 Her than the DoD:;“It will rot make:
‘tdgonera1 product endorsements.:,Buc as thh the Qua]1f1ed Product ¢ L]ST

procedures (as prescr1bed in *He BcD- Defense Acquisition Regu]aL ons},_;;
tne 1at1ve merlt of a system.in the hierdrchy of evaluated- PrOLUCLS b
oy be avalleb‘e pub]1c1y in order to provide incentive’ and“~d .- .

. eﬂc0"ragement for manufacturers to develop trusted systems and pzivate L

soc*or users to emp1qy themo .
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~ Agencies are befng.eneeuraged to e;taﬁlish or enhance their own °
teéﬁnica]léecﬁfity test and evaluation capabiiities'to ehsdfefﬁéf'
w1desuread usa and ava]]ab111ty of trusted computer s/stens. Tbe :
computer nanufacturlng comnun1ty nust work c1ose1y with the Center
:and these SerV1ce organ12at1ons to ensure that reasonabTe products
are avaw]ab]e fbr use in sers1t1ve app]1cat1ons.

In concluszon, 1 would ]1ke to restate my awareness of the lmportance of.-a
thls prob]em area, my enthuSIasn for the establlshment of the Evaluatlon |
Center and ny deep and cont1nu1ng 1nterest in 1ts success -+ - I encourage yoﬁ.toA

"~part1c1pate fu??y in this Sen1nar, ask the tough QJ°St]0PS, 1earn a]l you can,;~; 
“and then go cwt and app]y what you have learned 6 that Ve may a}l hdve trust _' 3

-« _ = . . L .

onrthy computers in the veny near future._¢5 - “r<f“1i:j:»f?'e? atztéeffifgiiaigxﬂ
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ADDRESS BY LTG LINCOLN D. FAURER, DIRECTOR NSA -
AT IEEE COMPUTER CONFERENCE 81; WASHINGTON,’D.C;

15 SEPTEMBER 1981

4

I WANT TO START OFF BY EXPRESSING MY THANKS TO DR. MILLS
AND IEEE OFFICIALS FOR THE OPPORTUNITY TO COME HERE THIS
MORNING AND TELL YOU ABOUT THE NEW DEPARTMENT OF DEFENSE
COMPUTER SECURITY CENTER. I SAY "NEW" BECAUSE THE ASSIGNMENT
OF THIS JOB TO MY AGENCY IS VERY RECENT. BUT IN POINT-OF-FACT,
WE HAVE BEEN INVOLVED IN WORK IN THIS AREA FOR A NUMBER OF
YEARS, IN SUPPORT OF OUR INTERNAL COMPUTER PROCESSING ACTIVI-
TIES AND IN SUPPORT OF DEFENSE COMMUNICATIONS SYSTEMS ACQUI-

SITION EFFORTS, SUCH AS THE PACKET-SWITCHED NETWORK, AUTODIN
II. \ :

FIRST, A BIT OF BACKGROUND. AS MANY OF YOU IN THIS CON-
FERENCE KNOW, CONCERN HAS GROWN IN RECENT YEARS ABOUT THE
PROBLEM OF MAINTAINING THE SECURITY OF INFORMATION IN AN
- INCREASINGLY AUTOMATED COMMERCIAL AND FEDERAL WORLD. LAST
YEAR, MY PREDECESSOR, ADMIRAL INMAN, NOW DEPUTY DIRECTOR OF THE
CIA, WORKING WITH THE OFFICE OF THE SECRETARY OF DEFENSE
EXAMINED THE NEED FOR A TECHNICAL CENTER TO SUPPORT THE MILI-
TARY AND DEFENSE AGENCIES. THIS LED TO A LETTER ON THE FIRST
OF JANUARY THIS YEAR FROM THE DEPUTY SECRETARY OF DEFENSE WHICH
DIRECTED NSA TO ESTABLISH A CENTER FOR COMPUTER SECURITY EVALU~-
ATION. SINCE THEN WE HAVE BEEN BUSY CONSOLIDATING THE INTERNAL

- COMPUTER SECURITY ACTIVITIES OF NSA AND DEVELOPING THE RESOURCE
REQUIREMENTS TO SUPPORT THE CENTER. THIS ORGANIZATION WAS
FORMALLY ESTABLISHED WITHIN MY AGENCY IN JULY.

THIS MORNING, I WOULD LIKE TO TALK WITH YOU ABOUT THE
NEEDS FOR IMPROVEMENTS IN COMPUTER SECURITY AND ALSO THE OTHER
CHALLENGES WE WILL FACE. BUT MOST IMPORTANTLY--WHAT IT IS THIS
CENTER WILL, AND WILL NOT DO. I SHOULD ALSO LIKE TO TAKE THIS
OPPORTUNITY TO CLEAR UP ANY MISUNDERSTANDINGS ABOUT THE WAY WE
WILL CONDUCT COMPUTER SECURITY ACTIVITIES AT NSA. I HAVE :IEARD
SOME ANXIETIES EXPRESSED BY INDUSTRY AND BY OTHERS AND I W:ULD
LIKE TO CLARIFY OUR INTENTIONS AS MUCH AS POSSIBLE.

AS I HAVE INTIMATED, THE CONCERN WITHIN DEFENSE ABOUT COM-
PUTER SECURITY IS A VERY GENUINE ONE. WE LIVE IN A FAST-P..CED
AND TECHNOLOGY INTENSIVE WORLD. FOR THE MILITARY SERVICES AND
THE OTHER DEFENSE AGENCIES, THE PROBLEM WE FACE IS AN EXPL{'SION
OF INFORMATION, CLASSIFIED AT VARIOUS LEVELS CF DIFFERING
SENSITIVITIES. OUR WORLD IS FILLED WITH AUTOMATIC DATA PRO-"
CESSING EQUIPMENT, GEOGRAPHICALLY DISPERSED AND OFTEN NETWORKED

1

3
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TOGETHER. THE THREAT TO SECURITY RANGES FROM THE INADVERTENT
DUMP OF MATERIAL TO A NONAUTHORIZED RECIPIENT ALL THE WAY TO
DELIBERATE PENETRATION.

I DON'T MEAN TO IMPLY THAT INDIVIDUAL DEFENSE AGENCIES AND
SERVICES HAVEN'T RECOGNIZED OR TRIED TO TACKLE THE PROBLEM.
FOR EXAMPLE, WE HAVE TRIED TO DEAL WITH THE PROBLEM BY USING
TIGER TEAMS TO DELIBERATELY PENETRATE OUR SYSTEMS. THEY ALMOST
ALWAYS SUCCEED IN ATTAINING ACCESS, SOMETIMES USING SUCH
SOPHISTICATED EFFORTS THAT THEY LEAVE NO TRACE OF THE ATTEMPT
TO PENETRATE THE SYSTEM. SUCH EFFORTS WERE USUALLY FOLLOWED BY
TECHNICAL EFFORTS TO CORRECT WEAKNESSES. UNFORTUNATELY THIS
TYPE OF CORRECTIVE EFFORT WAS GENERALLY UNSUCCESSFUL AND UNRE-
WARDING. FURTHERMORE, THE CORRECTIVE EFFORTS OFTEN SERIOUSLY
DEGRADED PERFORMANCE. THE AIR FORCE TOOK THE LEAD ON A MORE
SUCCESSFUL PROGRAM INVOLVING SECURITY KERNEL TECHNOLOGY. THE
MOST SUCCESSFUL EFFORT WAS THE SECURITY-ENHANCED MULTICS SYSTEM
THAT HAS BEEN RUNNING FOR SEVERAL YEARS IN THE PFNTAGON

A SIGNIFICANT AMOUNT OF TECHNOLOGY IS NOW AVAILABLE BUT
IT IS DIFFICULT FOR INDIVIDUAL USERS TO UNDERSTAND WHAT IT IS
AND IS NOT CAPABLE OF ACHIEVING. A TECHNICAL ORGANIZATION TO
RESPOND TO THE PROBLEMS OF THE INDIVIDUAL DOD AGENCIES SEEMS
CALLED FOR.

© THERE ARE CLEAR REQUIREMENTS FOR SUPPORT TO SUCH ORGANIZA-
TIONS IN THE NATIONAL SECURITY ESTABLISHMENT FOR EVALUATION OoF
NEW TECHNOLOGY.

©® THERE ARE REQUIREMENTS FOR SYSTEMATIC CERTIFICATION AND

ACCREDITATION OF SYSTEMS TO BE OPERATED IN A VARIETY OF ENVIRON-
MENTS.

@ THERE IS A NEED FOR BASIC RESEARCH AND DEVELOPMENT TO BE
CONSIDERABLY<ACCELERATED.

ONE MIGHT ASK--WHY CHOOSE NSA FOR THE CENTER. I THINK
THERE ARE SOME STRAIGHTFORWARD ANSWERS.

@ WE ARE A LARGE AND‘VERY TECHNICAL ORGANIZATION.

© WE HAVE A LARGE WORK FORCE OF SCIENTIFIC AND OTHER PRO-
FESSIONAL TALENTS THAT PROVIDE THE CRITICAL MASS FROM WHICH TO
DRAW THE CORE OF MANPOWER NECESSARY TO FORM THE CENTER. WE CAN
- TAKE CONSIDERABLE ADVANTAGE OF OUR WORK IN RELATED AREAS.

. © ALTHOUGH COMPUTER SECURITY SUPPORT IS A DISTINCT AND
INDEPENDENT FUNCTION, THE NEED TO EXPLOIT ADVANCED TECHNOLOGY
CLOSELY PARALLELS THE RESPONSIBILITY OF NSA TO OUR NATIONAL
GOVERNMENT FOR THE SECURITY OF ITS COMMUNICATIONS.
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AN INITIATIVE IN COMPUTER SECURITY IS NOT WITHOUT ITS PROBLEMS
AND ITS CHALLENGES. THE MAJORITY OF COMPUTER SYSTEMS IN USE
SIMPLY DO NOT HAVE SECURITY OF DATA AS THEIR PRIMARY OBJECTIVE.
USERS ARE MOST INTERESTED IN PERFORMANCE, RELIABILITY, EASE OF
USE, AND ACCESSIBILITY--AS THEY SHOULD BE CONTEMPORARY COMPUTER
SYSTEMS SIMPLY DO NOT PROVIDE RELIABLE PROTECTION OF THEIR DATA,
AND CONTEMPORARY SYSTEMS ARE OFTEN DISTRIBUTED, WITH SECURITY
PROBLEMS COMPOUNDED BY REMOTED TERMINAL OR NETWORK CONSIDERATIONS.
DESPITE THE PROGRESS THAT HAS BEEN MADE, THERE IS A MAJOR SHORTAGE
OF GOOD COMPUTER SECURITY TECHNOLOGY. INDUSTRY LEADERS HAVE
TOLD US THAT THIS SITUATION WILL CONTINUE, IN THE ABSENCE OF A
CERTAIN COMMERCIAL MARKET WILLING TO PAY FOR SUCH PRODUCTS. WE
ALSO OBSERVE THAT SUCH TECHNOLOGY AS DOES EXIST DOES NOT ENJOY
WIDESPREAD USE. THERE ARE MANY REASONS FOR THIS; IGNORANCE OF
THE ATTRIBUTES OF THE PRODUCT, PERFORMANCE DEGRADATION THAT IS
UNACCEPTABLE, OR COST.

MANAGEMENT AWARENESS OF THE PROBLEM ACROSS THE DEPARTMENT
OF DEFENSE NEEDS CONSIDERABLE BOLSTERING. 'THIS IS NOT AN EASY
MATTER! COMPUTER SECURITY ASPECTS OF COMPUTER OPERATIONS ARE
VIEWED BY MOST AS A BLACK ART, AND MOST OFFICIALS CAN HARDLY BE
BLAMED FOR SIMPLY SETTLING FOR ASSURANCES THAT THEY ARE IN COM-
PLIANCE WITH COMPUTER SECURITY REGULATIONS. I MUST CONFESS THAT
AN INFORMED VIEW IS THAT THE CREATION OF POLICY AND REGULATION
ON THIS ISSUE HAVE, IN A SENSE, BEEN GEARED TO THE TECHNOLOGY
AVAILABLE TO SUPPORT IT. AS ONE OF OUR SENIOR PROFESSIONALS
OBSERVED IN AN ARTICLE SEVERAL YEARS AGO, "A.COMPUTER MAY WELL
SATISFY ALL REGULATIONS AND STILL BE HIGHLY VULNERABLE."

BUT AS I HAVE ALLUDED TO EARLIER, PERHAPS THE BIGGEST
CHALLENGE WE FACE IS THE ENORMOUS RELIANCE WE MUST PLACE ON
INDUSTRY. COMPUTER SECURITY FEATURES ARE NECESSARILY PRODUCT-~
PECULIAR AND WE MUST FIND WAYS TO WORK CLOSELY WITH INDUSTRY TO
HELP PRODUCE TRUSTED COMPUTER SYSTEMS. CLEARLY, IF I AM
CORRECT IN MY ASSERTION THAT THERE IS A DISTINCT SHORTAGE OF
RELIABLE SECURITY FEATURES, AND THAT THE BULK OF THE PRODUCTS
WILL HAVE TO BE COMMERCIALLY PRODUCED, THEN WE WILL OWE IT TO
OUR DOD CUSTOMERS TO KEEP THE PRESSURE ON INDUSTRY TO PRODUE.
THAT PRESSURE WILL NEED TO BE SUSTAINED UNTIL MARKET AWARENZSS
IS GENERATED AND SECURITY OF INFORMATION, AND OF COMPUTER
PROCESSES THEMSELVES, BECOME A MAJOR DESIGN GOAL FOR NEW CO'i~
MERCIAL SYSTEMS UNDER DEVELOPMENT BY THE MAJOR VENDORS.

NOW I WOULD LIKE TO TELL YOU ABOUT THE SPECIFIC THINGE THE
COMPUTER SECURITY CENTER WILL DO. THESE FALL :NTO FOUR ARE :S:
RESEARCH AND DEVELOPMENT, ASSISTANCE IN THE ACQUISITION OF HOD
COMPUTER SYSTEMS, DISSEMINATION OF COMPUTER SECURITY
INFORMATION, AND EVALUATION OF COMMERCIAL CCMPUTER SECURITY
PRODUCTS.

FIRST LET ME ADDRESS OUR CONDUCT AND SUPPORT OF RESEAR"
AND DEVELOPMENT (R&D). AS I NOTED BEFORE, THE IBSENCE OF
3 '
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TECHNOLOGY IS A MAJOR PROBLEM. I BELIEVE WE NEED AN ACTIVE,
WELL-FORMED R&D PROGRAM. THIS WORK MUST, OF COURSE, BE
TECHNICALLY SOUND; BUT, IN ADDITION, IT MUST BE CLEARLY FOCUSED
ON TECHNOLOGY GAPS WHERE, IF SUCCESSFUL, THE RESEARCH WILL HAVE
A SIGNIFICANT PAY-OFF IN TERMS OF DOD COMPUTER SECURITY. BOTH
THE IN-HOUSE WORK AND THE SPONSORED RESEARCH IN INDUSTRY AND

UNIVERSITIES WILL BE PART OF A COHESIVE PROGRAM WITH SEVERAL
FACETS. :

@ WE WILL EXPLORE THE IMPLICATIONS OF SECURITY ON HARDWARE
AND SOFTWARE ARCHITECTURES FOR VARIOUS COMPUTER COMPONENTS SUCH
AS DATA BASE SYSTEMS AND MICROPROCESSORS. '

o WE WILL LOOK FOR MORE EFFECTIVE WAYS TO PROVIDE SECURITY

IN NETWORKS, ADDRESSING ISSUES SUCH AS COMMUNICATIONS PROTOCOLS
AND END-TO- END ENCRYPTION.

® WE WILL SPECIFICALLY WORK ON VERIFICATION TOOLS TO
ASSIST US IN EVALUATING WHETEER THE SECURITY FEATURES OF
COMPUTER AND NETWORK SYSTEMS ARE TRULY EFFECTIVE.

6 A SIGNIFICANT THRUST WILL BE DIRECTED TOWARDS APPLYING
THE EMERGING RESEARCH RESULTS TO REPRESENTATIVE PROBLEMS WHERE

THE CRITICAL ISSUES OF PERFORMANCE AND FUNCTIONALITY CAN BE
ASSESSED.

THESE DEVELOPMENTS WILL BE SELECTED TO PROVOKE THE
ASSIMILATION OF THE TECHNOLOGY INTO INDUSTRY PRODUCTS. THE
RECENTLY ANNOUNCED HONEYWELL SECURE COMMUNICATION PROCESSOR IN
THEIR LEVEL 6 MINICOMPUTER PRODUCT LINE SERVES AS AN EXAMPLE OF
THIS PROCESS: THIS PRODUCT WAS BASED DIRECTLY ON PREVIOUS DCD

SPONSORED RESEARCH THAT PRODUCED THE SECURITY KERNEL
TECHNOLOGY.

AND I WOULD POINT OUT ANOTHER IMPORTANT CHARACTERISTIC OF
OUR R&D: WE ARE COMMITTED TO HAVING THE RESEARCH DONE AND THR
RESULTS DISSEMINATED IN AN OPEN AND UNCLASSIFIED MANNER, EXCE:T~
IN THOSE EXCEPTIONAL CASES WHERE WE ARE WORKING ON A PREVIOU
CLASSIFIED BASE. OUR MOTIVATION SHOULD BE CLEAR--THE TRANSFE
OF THE TECHNOLOGY INTO COMPUTER SECURITY PRODUCTS THAT DOD Ccary,
IN TURN, PURCHASE IS GREALY RESTRICTED IF THE RESEARCH RESULT3
ARE CLASSIFIED OR OTHERWISE RESTRICTED. IN SHORT, I EXPECT C IR
R&D TO BE OPENLY AVAILABLE, SIGNIFICANT IN ITS RESULTS COMPL 3i-
MENTARY TO THE WORK OF OTHERS AND RELEVANT TO DOD AND THE
OTHER ORGANIZATIONS OF THE NAfIONAL SECURITY ESTABLISHMENT.:

OUR SECOND MAJOR TASK IN THE CENTER IS ASSIJTING THE DOD
ELEMENTS IN THE ACQUISITION AND TESTING OF TRUSTiD SYSTEMS.
THE BEST TECHNOLOGY IN THE WORLD IS OF LITTLE VALUE UNTIL WE
HAVE PUT IT INTO OPERATION.
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~ ® AS A STARTING POINT, THE SPECIFICATIONS FOR THE ACQUISI-
TION OF A NEW SYSTEM MUST CLEARLY STATE WHAT COMPUTER SECURITY
CAPABILITIES ARE REQUIRED. 1IN THE PAST, REQUIREMENTS HAVE NOT
ALWAYS BEEN CLEARLY AND CONSISTENTLY SPECIFIED. TO HELP REDRESS
THIS PROBLEM, THE CENTER WILL DEVELOP A SET OF SECURITY STANDARDS
AND CORRESPONDING INPUTS FOR USE IN PROCUREMENT SPECIFICATIONS.
THESE WILL EVOLVE AND GROW AS THE TECHNOLOGY ADVANCES SO THAT
DOD CAN TAKE FULL ADVANTAGE OF THE ALTERNATIVES AVAILABLE.
FRANKLY,- OUR INTENTION IS TO SIGNIFICANTLY REWARD THOSE DOD

SUPPLIERS WHO PRODUCE THE COMPUTER SECURITY PRODUCTS THAT WE

-

® BEFORE A DOD ELEMENT CAN OPERATE A TRUSTED SYSTEM,

'REGULATIONS REQUIRE A CERTIFICATION AND ACCREDITATION PROCESS.
THIS PROCESS PROVIDES THE BASIS FOR A JUDGMENT BY THE i
APPROPRIATE APPROVING AUTHORITY THAT THE SYSTEM SHOULD ACTUALLY
BE TRUSTED FOR THE SIMULTANEOUS PROCESSING OF MULTIPLE LEVELS
OF CLASSIFIED OR SENSITIVE INFORMATION- - AGAIN, THE CENTER WILL
PROVIDE AN EVOLVING SET OF TECHNICAL STANDARDS AND CRITERIA TO
AID IN MAKING THESE JUDGMENTS.

® FOR SELECTED SYSTEMS OF PARTICULAR IMPORTANCE TO- DOD,
THE CENTER WILL DIRECTLY PARTICIPATE IN THIS ACQUISITION
PROCESS. THIS WILL BE IN THE FORM OF TECHNICAL SUPPORT,
TAILORED TO THE UNIQUE PROBLEMS OF A PARTICULAR SYSTEM.

IT SHOULD BE CLEAR THAT I EXPECT THE CENTER TO  HAVE MAJOR,
POSITIVE INFLUENCE ON THE SECURITY OF THE COMPUTER SYSTEMS THAT.
ARE BROUGHT INTO THE DOD INVENTORY. SHOULD SOME SUPPLIER
CHOOSE NOT TO KEEP UP, THEY CAN EXPECT TO BE LEFT BEHIND. TO
ACHIEVE THIS IMPACT, A LOT OF INFORMATION MUST BE EXCHANGED.
THUS, A THIRD CENTER FUNCTION IS PROVIDING COMPUTER SECURITY
DATA CENTER SERVICES. ’

¢ WE WILL PROVIDE A CONSOLIDATED SET OF INFORMATION ON THE
- VARIOUS COMPUTER SECURITY PRODUCTS THAT EXIST IN THE COMMERCIAL
AND GOVERNMENT SECTORS, AS A SERVICE TO OUR CUSTOMERS. '

6 WE WILL ACTIVELY PARTICIPATE IN FOSTERING AN INCREASING
AWARENESS OF COMPUTER SECURITY PROBLEMS AND SOLUTIONS. FOR DOD
PERSONNEL WE WILL ASSIST IN IDENTIFYING WORTHWHILE
OPPORTUNITIES FOR COMPUTER SECURITY EDUCATION, TRAINING,
SEMINARS, AND WORKSHOPS: WE WILL ORGANIZE AND CONDUCT SUCH
ACTIVITIES OURSELVES WHERE NEEDED. FURTHERMORE, WE EXPECT TO
BE ACTIVE IN PUBLIC FORUMS--SUCH AS THIS IEEE CONFERENCE--TO
KEEP YOU IN THE COMPUTER INDUSTRY INFORMED ON OUR ACTIVITIES
AND, OF COURSE, TO LEARN ABOUT WHAT YOU ARE DCING.

® WE WILL OBVIOUSLY PROVIDE A REPOSITORY FOR THE VARIOUS
- STANDARDS AND CRITERIA DEVELOPED BY THE CENTER FOR USE WITHIN
DOD.
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THE EFFECTIVE EXCHANGE OF INFORMATION ON COMPUTER SECURITY
IS TOO IMPORTANT TO BE LEFT TO CHANCE. THEREFORE, THE CENTER
WILL MAKE IT ITS BUSINESS. TO STIMULATE AND FACILITATE THIS
EXCHANGE. ' C

THE FINAL FUNCTION I WANT TO TALK ABOUT IS THE EVALUATION
OF COMMERCIAL COMPUTER SECURITY PRODUCTS. LET ME FIRST DISTIN-
GUISH THIS FROM THE CENTER'S ASSISTANCE TO COMPUTER SYSTEMS
ACQUISITION. THE ACQUISITION SUPPORT THAT I DESCRIBED EARLIER
IS BASED ON THE UNIQUE ENVIRONMENT OF EACH DOD APPLICATION, AND
ULTIMATELY SECURITY IS ADDRESSED ON A TOTAL SYSTEM BASIS THAT
INCLUDES A WIDE RANGE OF FACTORS SUCH AS PHYSICAL, PERSONNEL,
PROCEDURAL, TEMPEST AND COMMUNICATIONS SECURITY.

HOWEVER, WE FREQUENTLY FIND THAT A GIVEN VENDOR'S :
HARDWARE/SOFTWARE PRODUCT WILL SHOW UP IN A NUMBER OF DIVERSE
DOD APPLICATIONS. THEREFORE, IT IS EXTREMELY VALUABLE TO HAVE
A CAREFUL EVALUATION OF THE TECHNICAL MERIT OF THE PRODUCT ,
ITSELF. THIS IS PARTICULARLY USEFUL WHEN SELECTING THE WINNER
IN A COMPETITIVE PROCUREMENT, SINCE IT MAY BE IMPRACTICAL TO DO
THE NECESSARY DETAILED EVALUATION FOR EVERY OFFEROR FOR EACH
PROCUREMENT. THUS, WE CONTEMPLATE THE EVALUATION OF COMMERCIAL
PRODUCTS AGAINST AN OBJECTIVE SET OF CRITERIA, INDEPENDENT OF
ANY SPECIFIC DOD APPLICATION.

THIS EVALUATION OBVIOUSLY CAN ONLY BE BASED ON THE v
INFORMATION THAT IS AVAILABLE TO THE CENTER. THEREFORE, 1
WOULD EMPHASIZE THAT IN MOST CASES FOR A PRODUCT TO HAVE A
POSITIVE EVALUATION RESULT, WE WILL NEED TO WORK COOPERATIVELY
WITH THE MANUFACTURER. AS A MATTER OF FACT, THE OFFICE OF THE

- SECRETARY OF DEFENSE HAS ALREADY INITIATED A NUMBER OF SUCH
COOPERATIVE EVALUATION EFFORTS, AND WE EXPECT TO CONTINUE AND
EXPAND THESE EFFORTS UNDER THE AUSPICES OF THE CENTER.

© THE RESULT WILL BE AN EVALUATED PRODUCTS LIST FOR USE
WITHIN THE NATIONAL SECURITY ESTABLISHMENT. .THIS WILL BE BASED
ON CRITERIA FOR DISTINCT LEVELS, OR "FIGURES OF MERIT."

¢ THIS EVALUATION WILL BE DONE ON AN OPEN BASIS. THE
COOPERATING MANUFACTURER WILL BE PROVIDED THE RESULTS OF THE
EVALUATION AND THE SUPPORTING RATIONALE. FURTHERMORE, THE
FIGURE OF MERIT AND, AS APPROPRIATE, SUPPLEMENTAL COMMENTS WI..L
BE PUBLICLY AVAILABLE.

© HOWEVER, THE CENTER WILL RIGOROUSLY RESPECT THE
CONFIDENTIALITY OF INFORMATION THAT IS SPECIFICALLY IDENTIFIE.
AS PROPRIETARY WHEN IT IS PROVIDED BY THE MANUFA_TURER.
FURTHERMORE, SPECIFIC VULNERABILITIES THAT ARE IDENTIFIED BY
THE CENTER WITH THE MANUFACTURER'S COOPERATION WILL BE TREATE2
WITH SIMILAR CONFIDENTIALITY. ' :
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FINALLY, I WOULD LIKE TO CLEARLY DISTINGUISH BETWEEN MYTH
AND REALITY IN REGARD TO THE ISSUE OF CLASSIFICATION FOR COMMERCIAL
PRODUCTS. WE HAVE GIVEN CAREFUL THOUGHT TO THIS ISSUE, AND IF
YOU WILL PERMIT ME TO CAREFULLY SET ASIDE FROM THIS DISCUSSION
THE ISSUE OF PUBLIC CRYPTOGRAPHY AS IT APPLIES TO COMPUTER SECURITY,
WE CANNOT CONCEIVE OF A CONDITION THAT WOULD REQUIRE CLASSIFICA-
TION OF COMMERCIALLY-DEVELOPED COMPUTER SOFTWARE OR HARDWARE
SYSTEMS. FURTHERMORE, IT IS CLEAR THAT TO DO SO WOULD SEVERELY
IMPAIR THE EFFECTIVENESS OF THE CENTER. AFTER ALL, WHAT MANU-
FACTURER WOULD COOPERATE IN THE EVALUATION OF HIS PRODUCT, IF
THIS COULD POSSIBLY LEAD TO CLASSIFICATION THAT WOULD RESTRICT
HIS SALE OF THAT PRODUCT?

- NOW LEST I BE MISUNDERSTOOD, IT IS CONCEIVABLE THAT A PARTI-
CULAR DOD COPY OF SUCH A PRODUCT MIGHT BE CONTROLLED AS CLASSIFIED
TO PREVENT MALICIOUS TAMPERING WHILE BEING TRANSPORTED; SIMILARLY,
SPECIFIC VULNERABILITIES IN THE CONTEXT OF A PARTICULAR DOD
APPLICATION MIGHT BE CLASSIFIED. BUT THE IMPORTANT THING IS
THAT NONE OF THESE SORT OF CLASSIFICATION ACTIONS WOULD IN ANY

- WAY RESTRICT THE DISTRIBUTION OF THIS PRODUCYT IN THE PRIVATE
SECTOR. '

IN SUMMARY, LET ME SAY THAT WE HAVE A B1G JOB HERE. THIS
IS A SERIOUS UNDERTAKING WHICH WILL TAKE SUBSTANTIAL RESOURCES,
SMART PEOPLE AND LOTS OF HARD WORK. THE THREAT IS A REAL ONE;
MADE MORE PRESSING BY THE VERY OPENNESS OF OUR SOCIETY AND .
RELATIVELY EASY TARGET WE REPRESENT. SECURITY CONTROLS MUST BE
AS EFFECTIVE AS WE CAN HELP MAKE THEM WITHOUT SERIOUSLY INTER-
FERING WITH THE FUNDAMENTAL PURPOSE FOR WHICH THE SYSTEMS ARE
ACQUIRED. TO MEET THESE OBJECTIVES, WE WILL AGGRESSIVELY PURSUE
WELL-FOCUSED RESEARCH AND DEVELOPMENT TO PROVIDE IMPROVED TECH-
NOLOGY, AND WE WILL STIMULATE EFFECTIVE USE OF THE TECHNOLOGY
WE ALREADY HAVE. TO FURTHER PROVOKE COMMERCIAL DEVELOPMENT, WE
WILL INSIST THAT THE SYSTEMS WE BUY INCLUDE THOSE ACHIEVABLE
SECURITY CAPABILITIES THAT WE NEED.

FINALLY, I WANT TO EMPHASIZE THAT THE SUCCESS OF THE COM-
PUTER SECURITY CENTER WILL REQUIRE THE CLOSEST INTERACTION WITH
INDUSTRY, AND ALTHOUGH WE EMPHASIZE THE FREE AND OPEN EXCHANGE
OF INFORMATION, WE WILL RESPECT THEIR PROPRIETARY RIGHTS. I
MIGHT ADD THAT THIS CLOSE INTERACTION INCLUDES OTHER ELEMENTS
OF THE TECHNOLOGY COMMUNITY--THE UNIVERSITIES, TECHNICAL INSTI-
TUTES AND PROFESSIONAL ASSOCIATIONS SUCH AS YOU. AGAIN, MY
THANKS TO YOU FOR THE OPPORTUNITY TO PRESENT MY VIEWS ON THIS
SUBJECT AND FOR YOUR ATTENTION THIS MORNING.
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